
Removable Media Device Policy
Policy Intent

Removable media devices (RMDs) pose a considerable threat to the protection of (Company Name’s) intellectual properties and security.  This policy has been adopted to increase employee awareness of the threats posed by RMDs, to prevent any unauthorized disclosure, removal or destruction of (Company Name’s) information that may disrupt company business, and to ensure their proper use.

This Policy Shall:

1. Provide definitions of RMDs;

2. Discuss the dangers of RMDs;

3. Outline the policy and procedure for the use of RMDs;

4. Detail employee expectations regarding RMDs.

Definitions

Removable Media Devices shall include, but not be limited to:

· USB Flash Drives

· iPods

· Hard Drives

· CDs

· DVDs

· PCMCIA Memory Cards

· Zip Disks

· DV Tapes

· Jump Drives

· Magnetic Tapes

· Jaz Disks

· Floppy Disks

· Smart Cards

· Cellular Phones

Possible Dangers of Removable Media Devices

· Information contained in RMDs are frequently unencrypted, and lacking any data protection, or backup features.  As such, they pose a security risk to the protection of (Company Name’s) intellectual property due to loss, theft or misuse.

· RMDs may harbor a threat to (Company Name) computer systems with malware (Viruses, Trojan Horses, Worms, etc.), which could potentially disrupt or negatively impact the business of (Company Name).

Policy and Procedure

· (Company Name) owned and approved RMDs (which have appropriate encryption and security features) shall be used exclusively for company business.

· RMDs shall be restricted to (Company Name) employees and contractors with pre-approved and necessary business requiring their use.

· Information shall not be copied to any RMD without prior consent from (Company Name).

· Any information that is copied to a RMD shall be properly encrypted.

· RMDs containing (Company Name) information shall not be removed from company premises without prior authorization.

· Upon the completion of the RMD’s specific business purpose, any information contained therein shall be erased in such a manner as to make any data recovery on the device impossible.

· In the event that a sub-contractor or temporary employee requires a RMD, prior risk-assessment and specific authorization will be required.

· Under no circumstance shall the information contained by any RMD constitute the primary copy of that information.

· Under no circumstance shall employees or contractors use a personal RMD for the storing of (Company Name) information.

· In the event that any RMD containing (Company Name) information is lost, stolen or damaged, an incident report shall be filed promptly.

· All RMDs shall be inventoried, and tracked prior to and during approved use.

Employee Expectations

Employees

· In the event that a RMD is required for work, request an approved device.

· Under no circumstance shall any employee use a personal RMD for the storage of (Company Name) information.

· Take appropriate safety precautions to protect against the theft, loss or damage of any RMD.

· Ensure that any RMD is free of Malware prior to use.

· Make a reasonable attempt to keep information stored on the RMD to a minimum.

· Return any RMD to the appropriate manager promptly following the completion of its use.

· Should the RMD containing (Company Name) information become lost, damaged or stolen, file an incident report immediately.

· Any willful breach of (Company Name) security by way of information theft, sale or other means will constitute a criminal offence, invoking disciplinary action up to and including termination of employment, and the possible pursuit of legal action.

Management

· Shall review and approve appropriate RMD requests with (Company Name) approved devices.

· Inform employees of the potential dangers inherent to the use of RMDs.

· Maintain an accurate inventory of RMDs.

· Accurately track the usage and timely return of RMDs.

· Ensure the deletion of (Company Name) information from any returned RMD.

· Consider the use of alternative means of storage or transportation of sensitive (Company Name) information.

· Ensure proper RMD usage by subordinate employees. 

Acknowledgement and Agreement

I, (Employee Name), acknowledge that I have read and understand the Removable Media Device Policy of (Company Name). I agree to adhere to this policy and will ensure that employees working under my direction adhere to this Policy as well. I understand that if I violate the rules set forth in this policy, I may face disciplinary action up to and including the termination of my employment, and any legal action pursued by (Company Name). 
Name:  
____________________________________

Signature:
____________________________________

Date: 

____________________________________

Witness: 
____________________________________
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